HNudopMmanioHHasi IaMSATKA /11 HECOBEPUICHHOJIETHUX T10 BOIPOCaM KHOeP0e30I1acCHOCTH

B ceTr «MHTEpHE D

KoMnpioTepHbie BUPVCHI

KomnbroTepHblid  BUpPYC - 3TO Pa3sHOBHUJHOCTh KOMIIBIOTEPHBIX MPOrpam,
OTJIMYUTEIbHOM OCOOEHHOCTBhIO KOTOPOM ABISIETCSI CIOCOOHOCTH K PAa3MHOKEHHUIO
(xonupoBaHui0). B gomosHeHHE K 3TOMY, BUPYCHl MOTYT IMOBPEIWUTH WM IOJHOCTBIO
YHUYTOXUTH BCe (hailyibl U IaHHBIE, TOJIKOHTPOJIbHBIE MOIL30BATENI0, OT UMEHU KOTOPOTO
Obla 3amylieHa 3apakEHHas MporpaMMma, a TakKe MOBPEIUTh WIH JaKe YHUYTOXKHUTH
ONEpallMOHHYI0 CHUCTEMY €O BcemH (hailmamMu B 1eJdoM. B OONBIIMHCTBE CilydaeB
PacCIpOCTPAHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Hcnone3yili  COBpEMEHHBIE  ONEpAIlMOHHBIE CUCTEMBI, HMEIOIINE
CEPbE3HBIN YPOBEHD 3alIUThI OT BPEIOHOCHBIX MPOrPAMM;

2. [TocTossHHO ycTaHaBnuBail mnaTuu(UU(pOBBIE 3aIUIATKH, KOTOpPHIE
aBTOMATHUYECKH YCTAHABIMBAIOTCSA C IEIBIO JOPAa0OTKH MPOrpamMMbl) U JIPYyTUe
OOHOBJIEHUSI CBOEH omepalrMoHHOM cucTteMbl. CkauMBallT WX TOJBKO C
opurmanbHoro  caira  paspaborumka OC. Ecam  cymiectByer  pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTE€pPE MOJ| MpaBaMU IOJb30BATENsA, a HE
aIMUHUCTPATOpPA. ITO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrPaAMM
MHCTAJUTMPOBAThCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4, Hcnons3yili aHTUBUPYCHBIE MPOTPAMMHBIE TMPOAYKTHl HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBJICHHEM 0as3;

5. Orpannub GU3UIECKHUM TOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

6. Hcrnonb3yil BHENIHWE HOCUTENTH HWHGOPMAIMH, TaKue Kak (Quielka,
nuck win ¢ain uz UaTepHera, TOIbKO U3 TPOBEPEHHBIX UICTOUHUKOB;

1. He oTkpwiBaii koMmbiOTepHBIC (haliiibl, MOTYyYEHHBIE W3 HEHAAEKHBIX
HUCTOYHUKOB. Jlake Te (haiiyibl, KOTOphIE MPHCIIA TBOW 3HAKOMBIN. Jlydlie yTo4HHN y

HETO, OTIIPABJIAII JIM OH TeOe HuX.

Ceru WI-FI

C mnomompeto WI-Fi  MOXHO mONyYuTh OCCIUIATHBIA WHTEPHET-IOCTYN B

OOLIECTBEHHBIX MecTax: Kade, OTensiX, TOProBbIX IEHTpax M aj’pomnoprax. Tak xe



SIBJIICTCS. OTIIMIHOM BO3MOXKHOCTBIO BBIX0Oj1a B MHTepHEeT. HO MHOTHE AKCIIEpThI CUMTAIOT,
gyto obmenoctymnubie WiFi cetn He SBISITOTCS 6€301acHBIMH.
CoBeTbI 110 §€30MaCHOCTH PadOTHI B 0011eT0CTYNHBIX ceTsix Wi-fi

1. He mnepenaBaii cBow JM4HYI0 HH(pOpPMAIUIO Yepe3 OOIIeI0CTYIHbIE
Wi-Fi cetu. Paboras B HuX, elaTelbHO HE BBOAMTH MAPOJIM JOCTYIA, JOTMHBI U
KaKHe-TO HOMepa;

2. Hcrnonb3yit u OOHOBIISIM aHTUBHPYCHBIE MPOTpaMMbI U OpaHAMAydD.
Tem caMbIiM ThI 00€30macHIITb Ce0sl OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTRO;

3. [Ipu ucnonwzoBannu Wi-Fi otkmoun ¢yskmuo «OOmuii 10cTym K
daiinam u npunTepam». JlanHas (QyHKUMS 3aKphITa MO YMOJYAaHHUIO, OIHAKO
HEKOTOpPBbIE TOJB30BATENIM aKTUBHPYIOT €€ Ui yA00CTBa MCIIONBb30BaHMS B paboTe
Wi yueobe;

4. He ucnons3yit nyonuunsii WI-FI nns nmepegauum JMYHBIX JaHHBIX,
HaTpuMep, JJIs BBIXO/a B COLMATBLHBIE CETH WX B AJICKTPOHHYIO MOYTY;

5. Hcnonb3yli TONbKO 3aiuilieHHoe coeauHeHue uepes HTTPS, a ne
HTTP, T.e. mpu Habope BeO-ampeca BBOAM UMEHHO «https://»;

6. B moOwisHOM Tenedone otkimoun Gynknuio «[loaxmouenne k Wi-Fi
aBpToMaruyeckny». He nomyckalh aBTOMAaTHUYECKOTO MOAKIKOUEHUS YCTPOMCTBA K

cerssMm Wi-Fi 6e3 TBoero coriacus.

ConmaJibLHbIE CeTH

ComnmanpHasi CeTh - 3TO CaT, KOTOPBI TPEJOCTaBIsET BO3MOXKHOCTH JIFOIISIM
OCYIIECTBIIATh OOIIEHNEe MEXIy co00il B mHTepHeTe. Yamie Bcero B HUX IS KaKIOTO
YelloBeKa BBIIENSETCS CBOS JIMYHAS CTPAaHWYKA, HA KOTOPOW OH YyKa3blBaeT o cebe
pasTUYHYl0 HWHPOpPMAIMIO, HAYMHAs OT HWMEHHU, (aMUIUU W 3aKaHYMBas JTUIHBIMU
dororpadusiMmu. MHOTHE TOJIB30BATENN HE MOHUMAIOT, YTO MH(pOpPMAIUS, pa3MelieHHas
UMH B COIMAJIBHBIX CETSAX, MOKET OBITh HalJIcHa M HCIIOJIb30BaHA KEM YrOAHO, B TOM

yucie He 003aTeNbHO ¢ 0J1aruMu HaMepEHUSIMU.

OcHOBHBIE COBETHI 10 H€30MACHOCTH B COLMAIBHBIX CETSAX:

1.  Orpannub cnucok apysed. Y TeOd B JpYy3bsX HE JOKHO OBIThH
CIyYalHBIX U HE3HAKOMBIX JIFOJEH;

2.  3ammmail cBOIO yacTHyIO *Hu3Hb. He ykaswiBail mapomnu, tenedoHsl,

aapeca, Jary TBOEro pOXACHUS H  JIpPYryl0 JIMYHYIO  WHGOpMAIHIO.



3J10yMBIIUIEHHUKHA MOTYT MCIOJIb30BaTh J1a)kKe MH(POPMAIIUIO O TOM, KaK Thl U1 TBOU
POJUTENH IIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai CBOIO pEemyTaluio - JIEpKH €€ B YHCTOTe M 3ajaBail cebe
BOIIPOC: XOT€N ObI ThI, YTOOBI Ipyryue MOJIb30BATENN BUIEIH, YTO ThI 3arpyKaelb?
[Toxymaii, mpex/ie 4emM 4TOo-TO ONMyOJIUKOBATh, HAIMCATD U 3arPy3UTh;

4. Ecau TBl roBopuillb € JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJb3YH
CBOE pEaJbHOE UMs U JAPYryl0 JUYHYI0 HHQOpPMAIMH: UM, MECTO >KUTEIbCTBA,
MECTO y4eObl U IpOoYEe;

5. N3berait pasmemenust pororpaduit B UHTEepHETE, T/AE THI M300pakeH
Ha MECTHOCTH, 110 KOTOPOM MOYKHO ONPEAEIINTH TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpauuu B COLMAIBHOM CETH HEOOXOAMMO HCIMOIb30BaTh
CJIOKHBIE TIAPOJIU, COCTOSIINE U3 OYKB U IU(MP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jist  conmuanbHOM CeTH, TOYTHI M JPYrMX CaWTOB HEOOXOIUMO
MCIOJIb30BaTh pa3Hble mapoiu. Toraa ecnu TeOs B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH

MOJTy4aT JIOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJICKTPOHHbIE TeHbI'H

DNEeKTPOHHBIE JEHbI'M — O3TO OYeHb YJAOOHBIM cmoco0 IuiaTexed, OJHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH J€HBIH.

ONEKTPOHHbIE JAEHBIM IOSBWINCH COBCEM HEJABHO M HMMEHHO H3-3a 3TOr0 BO
MHOTHX TOCYAAapCTBAX J0 CUX MOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe OHM (PYHKIIMOHHMPYIOT U O HUX YK€ MPOINMCAHO B 3aKOHE, TIe UX
pa3leNsaoT Ha HECKOJBKO BHMJIOB - AHOHMMHBIE M HE aHOHUMHBIE. Pa3HMIIA B TOM, 4TO
AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOAUTh onepanuu 0e3 uaeHTUu(UKauu
NOJb30BaTENsl, a B HE AHOHUMHBIX WJIEGHTHU(HUKALMU [OJIb30BATENS  SBISETCS
00s13aTENIbHOM.

Taxxe crmegyer  pa3nuuyaTh  AJEKTPOHHbIE  (UaTHbIE  JI€HBI'HM  (paBHBI
rOCYIapCTBEHHBIM  BaJIIOTaM) M DJJEKTPOHHbIE HeuaTHble JEHbIH (HE paBHbBI
rOCy/IapCTBEHHBIM BAIIIOTAM).

OcHoBHbBIE COBETHI 0 0€30NACHOI padoTe ¢ JIEKTPOHHBIMHU JCHbIAMU

1. [TpuBsku k cuery MOOWIBHBIA TenedoH. DTO camblid yAOOHBIM U

OBICTPBII cCIOCO0 BOCCTAHOBUTH JOCTYH K cueTy. [IpuBsizanHbIi TenedoH MOMOXET,

ecnu 3a0yjentb CBOM TUIATEXKHBIM Mapoiib WM 3aiellb Ha CaUT ¢ HE3HAKOMOTO

YCTPOWCTBA;



2.  Hcnonb3yit onHopazoBbie maponu. [lociie mepexona Ha YCHIEHHYIO
aBTOpHU3alMI0 TeOe yxe He OylIeT yrpoxaThb ONAaCHOCTh KpaXH WM IepexBara
IJIATEKHOTO MapOJIs;

3.  Broibepu cnoxnsiii mapons. [Ipectynmaukam Oyner He MPOCTO yrajaaTh
CJIOKHBIN Maposb. HagexxHbie mapoiim — 3TO Mapoiiu, KOTOPhIE CoepkKaT HE MEHee
8 3HaKOB U BKJIIOYAIOT B C€0sl CTPOUYHBIE U MPOMUCHBIE OYKBBI, HUPPHI U HECKOJIBKO
CUMBOJIOB, TakKM€ KakK 3HaK Jojiapa, (yHTa, BOCKIMIATENbHBIM 3HAK U T.II
Hanpumep, StROng!;;

4, He BBOJHU CBOH JIMYHBIC JaHHBIC HA CaﬁTaX, KOTOPBIM HEC JOBCPACIIb.

DJICKTPOHHAS MOUYTA

DJIEKTPOHHAsI TOYTa — ATO TEXHOJOTHWA M MPEIOCTABISIEMBIE €K YCIYTH IO
MEPECHUIKE M TMOJYYEHHUIO DJIEKTPOHHBIX COOOILEHHH, KOTOpbIE pacHpenesstoTcs B
KOMITBIOTEpHOU ceTH. OOBIYHO DJIEKTPOHHBIM MOYTOBBIA SIIIUK BBITJISAIUAT CIETYIOITUM
o0pa3oM: UMs_IOJIb30BaTEIsI(@UMA_JTIoMeHa. Takke KpoMme Imepefayd MpOCTOro TEKCTa,
UMEETCSI BO3MOXKHOCTH TIEpe/1aBaTh (hailiibl.

OcHoOBHbBIE COBETHI M0 0€e30MACHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUiIbHBIN NOUYTOBBIN cepBuc. B MHTepHere ecTh

OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE JOBEPATH TEM,

KOT'0 3HAaeIllb U KTO MEPBBII B PEUTHHTE;

2. He ykaspBail B nuM4HOM mouTe JNWYHYI0 HHpopmanmio. Hampumep,

JydIie BeIOpaTh «MY3bIKIBHBIN (paHaT@» win «pok2013» BMecTo «temal3»;

3. Hcrnonp3yil IBYX3TamHYH aBTOPHU3ALMI0. DTO KOrJa MOMHMMO IapoJisd

HY>KHO BBOAUTH KOJI, TPUCHUIAEMbIN 10 SMS;

4, BriGepu cinoxsbli maposb. s KakI0ro moyTOBOTO SIIIMKA JTOJHKEH

OBITH CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY MapOJib;

S. Ecnu ectb BO3MOXXHOCTh HamucaThb CaMOMY CBOWM JIMYHBIA BOMPOC,

WCIIOJIb3YH 3TY BO3MOYKHOCTb;

6. Hcrmonp3yli HECKOIBKO TMOYTOBBIX AMIMKOB. [lepBBIM 111 4acTHOM

IIEPENNUCKU C aapecaraMy, KOTOPBIM Thl JAOBEPSEIIb. JTO JIEKTPOHHBIM aIpec HE

HAJI0 UCIIOB30BaTh MPH PETUCTPALIMK HA PopyMax U caiTax;

7. He otkpsiBail (haiinbel 1 Apyrve BIOKEHUS B MUChMAaX Ja)Xe €CIU OHU

MPUIILTA OT TBOMX JIpy3eit. Jlydine yrouHw y HUX, OTHPABISLIN JIM OHU TeOE ITH

Gbaiinbr;



8. [Tociie okoHuaHus pabOThl HA MOYTOBOM CEPBUCE MEpE] 3aKpPhITHEM

BKJIQJKU C CAUTOM He 3a0y/1b HaxKaTh Ha «BBIATHY.

Kuoep0ov/JIMHI WJIH BUPTYAJbHOE H3A€BATEILCTBO

KubepOyminuHr — mpecieoBaHue COOOLIEHUSMH, COAEpKallUMU OCKOpOJIeHUs,
arpeccuro, 3alyrMBaHHE; XYJIHMTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHE C IOMOILBIO
pPa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBeTHI 110 00pbOe ¢ KHOEePOYIJIMHIOM:

1. He Opocaiicst B 60ii. Jlydmmii crioco6: mMOCOBETOBAThCS Kak ce0sl BECTH

U, €CJIM HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHAYaje yCIOKOUThCS. Eciau Thl

HaYyHeIllb OTBEYaThb OCKOPOJEHUSMH Ha OCKOpOJIEHHs, TO TOJBKO enie Ooiblie

pa30KeIIb KOH(IUKT;

2. VYnpasisii cBoell kubeppenyTraimei;
3. AHOHMMHOCTH B ceTu MHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTD, KTO

CTOWT 3a AHOHUMHBIM aKKayHTOM;

4. He crout BecTn Xynuranckuit oOpa3 BUpTyalbHOH *ku3Hu. MHTEepHET

buKcHpyeT BCe TBOM JACHCTBUS U COXpaHSET HUX. YJaluTh WX OydeT KpaiiHe

3aTPyIHHUTEIHHO;
5. Benu cebs BexInBO;
6. Urnopupyit enuHuuHbli HeratuB. (OJHOpa30BbIe OCKOPOUTEILHBIE

COOOIIEHUS JTydllle UTHOPUPOBaTh. OOBIYHO arpeccus mpeKpamiaeTcs Ha Ha4yaJlbHON
CTaJlnu;

1. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILIEHUSAMH,
B COLMAJIBHBIX CETSAX €CTh BO3MOXXHOCTH OJIOKMUPOBKHM OTIIPaBKU COOOLIEHUH C
OIpeNeTICHHBIX aJIPECOB;

8. Eciu Te1 cBuumerens kuOepOyiuinHra. TBOWM JNEWCTBUS: BBICTYIUTH
NPOTUB TpECcIeNoBaTeNsl, IOKa3aTh €My, YTO €ro JEWCTBUSA OIECHUBAIOTCS
HEraTUBHO, MOJAEpPXaTh KEPTBY, KOTOPOW HYKHA TICHUXOJIOTMYECKas IOMOIIb,

COO6HII/ITI> B3POCJIBIM O q)aKTe arp€CCUBHOIO IMOBCACHUA B CCTH.

MoOuabHBIN TeJe(oH

CoBpeMeHHbIE CMapT(OHBI M TUIAHIIETHI COAEpPKAT B ceOE BIIOJHE B3POCIHbBINA
(GYHKIIMOHAT, ¥ TENEph OHU MOTYT KOHKYPHPOBATH CO CTAllMOHAPHBIMH KOMITBLIOTEPAMHU.

OpHako, CpeACTB 3aIIUTHI JIJIs1 TOAOOHBIX YCTPOWCTB MOKA O4YE€Hb Majio. TecTupoBaHuEe U



MOUCK YSA3BUMOCTEH B HUX NPOUCXOJUT HE Tak MHTeHCHBHO, Kak Juis 1K, To xe camoe
KacaeTcsi U MOOMJIbHBIX NPHUIIOKEHUM.

CoBpemeHHBIE MOOWIIbHBIE Opay3epbl yXKe MNPaKTUYECKH JOTHAIM HACTOJIbHbIE
aHaJIOTU, OJHAKO pacuiupeHue (PyHKIHMOHAa BIEYET 3a COOOW OONBIIYIO CI0XHOCTh U
MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce NPOU3BOAUTENU BBIIYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIME
KPUTUYECKUE YSI3BUMOCTH VISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOWJIBHOTO Tesle()oHA:

1.  Byab ocTopoeH, Benb Korjaa Tede mpeyiaraloT OecIuIaTHbIN KOHTEHT,

B HEM MOT'YT OBITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;

2. Hymaii, npexxae yem otnpaBuTh SMS, ¢goro unu Buaeo. Tsl TOUHO

3Haclb, I'’AC OHU 6y,ZIYT B KOHEUHOM HUTOrEe?

3. Heo6xo011uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
4.  Hcnonb3yil aHTUBUPYCHBIE POTPAMMBI JIsI MOOMIIBHBIX TEIE(HOHOB;
5.  He 3arpyxaii npunoxeHusi OT HEH3BECTHOT'O HCTOYHUKA, BEIb OHH

MOTYT COZIEP>KaTh BPEIOHOCHOE IPOTPpaMMHOE 00€CIIEUCHHUE;

6. Ilocme Toro kak Thl BHIMAENIL C caiiTa, TA¢ BBOAWI JIMYHYIO
nH(opMaiuio, 3aiiiu B HaCTpOitku Opaysepa u yaaiu cookies;

7.  llepuoguuecku mpoBepsii KakuWe IJIATHBIE YCIYTM aKTUBUPOBAHBI HA
TBOEM HOMEDE;

8.  Jlamaii cBOi HOMep MOOUIBLHOTO TeIe(OHA TOIBKO JIIOISIM, KOTOPBIX ThI
3HACIIh U KOMY JIOBEPSICIIb;

9.  Bluetooth momken ObITh BBIKIIFOUEH, KOTJ]Aa Tl UM HE MOJb3yemnbes. He

3a0bIBaii MHOT]a IPOBEPATH ITO.

OUIIMHI WIH KpaKa JIMYHbIX JaHHBbIX

I'maBHas O cJib (1)I/IH_II/IH1"- BHUOA I/IHTepHeT-MOIHeHHI/I‘lCCTBa, COCTOUT B INOJYYCHHH

KOH(UICHIINATBHBIX JTaHHBIX IOJH30BATENC — JIOTMHOB M Taposeil. Ha anrmuiickom
s3bike phishing uutaercs kak QummHar (ot fishing — pwibHas noBnsg, password —
MapoJib).

OcHoBHbBIE COBETHI 10 00pb0e ¢ PUIIMHIOM
1.  Cnenm 3a cBouM akkayHTOM. Eciu Tl I0J103peBacIiib, YTO TBOS aHKETa
Obl1a B3JIOMaHa, TO HEOOXO0UMO 3a0JIOKUPOBATH €€ U COOOITUThH aJMUHUCTPATOPAM

pecypca 00 3TOM Kak MOKHO CKOpee;



2.  Hcnonb3yii 6e301acHbIe BeO-CalThI, B TOM YHCIIC, MHTEPHET-Mara3nHoOB
Y TIONCKOBBIX CHUCTEM;

3.  Hcnonb3yil cnoxkHble W pa3Hble mapoiu. Takum oOpa3zom, eciiu TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKH TOMyYaT JOCTYN TOJBKO K OJHOMY TBOEMY
npo(uITio B CETH, a HE KO BCEM;

4, Ecou Tebs B3momanu, TO HEOOXOAWMO MPEayNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBbIE J00aBJIEeHbl Y TeOd B APY3bsX, O TOM, UYTO T€Os B3JIOMAaIH M,

BO3MOXXHO, OT TBOCTr0O HMCHHU 6y)ICT PaCChlIATLCA CllaM M CCBUIKM Ha (I)I/IH_II/IHFOBBIC

CaUThI;
5.  Ycranosu HagexHbIi napoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIJII0YM COXpaHEHHE MapoJsi B Opaysepe;
7. He otkpsiBail ¢ailiibl U APyTrUe BIOKEHUS B MUChMax Jake €CIM OHU

IOPUILLIM OT TBOMX Jpy3ei. Jlydiie yrouHu y HUX, OTHPABIISIM JIM OHU TeOe 3TU

(baibl.



